
 
 

 

 

 

 

 

DGS Order 25 of 2020 

File No. 20-11/1/2020-TRG-DGS         Dated: 28.08.2020 

 

Subject: Addendum to DGS Order 20 of 2020 dated 04.08.2020. 

 

1. Whereas DGS Order 20 of 2020 permitted conduct of few STCW 

Courses via Virtual Class/Live Video Sessions (VC/LVS) and under 

certain prescribed conditions. 

2. Whereas Para 12 of said Order details all relevant requirements so that 

these Virtual Class/Live Video Sessions (VC/LVS) meet the 

requirements of STCW Convention 1978 as amended. 

3. Whereas the Training Circular 21 of 2020 dated 27.05.2020: Issuance 

of digitally signed certificates for successfully completing maritime 

courses conducted by Maritime Training Institutes has provided the 

detailed process of issuance of digitally signed certificates. 

4. Noting that the process for issuance of digitally signed Certificates 

detailed in Training Circular 21 of 2020 require some changes due to 

ongoing COVID-19 pandemic where-in candidates are not able to visit 

the MTI for physically signing the Certificates. 

5. Accordingly, the Directorate vide Paragraph 17 of DGS Order 20 of 2020 

has stated that the process of issuance of digitally signed certificates 

shall be issued separately. 

 



6. Whereas the issuilncc of cligit.all-v signed e-ccrtitlci'lte to il cancliti:rte rvho

hils coprpleted the course sLlcccsst'ully in at<:cordilttce rvith DGS Orclcr No.

20 of 2A2O woll<l re<1uire the Principal ancl Coursc In-chargc t.rl

elcctronir:ally affix thcir ctigital signalturr)s on e-certificErtcs gt-'nt:ratctl ou

the Dire:ctorate c-(iovernance systetn.

T. Accortlingly, thc rcquirerncnts to be fr-rlfillt:ri Lly MTIs in the process of e-

certificalte: generation ilrc clctitiltlcl in the Annexurc -l attilche<i to this

Order.

The Stanclar6 Operating Proceclure for gencration i:nd issLtt'lt-t<.:c <lf digitally

sig.ecl certillcates by MTIs, ilccessing thc cligitally signe<i certificat.es trv

eligible canclidr:tcs iln<l on-line verificiltion of iluthr:nticitv of this e-

r:ert.ificat.t: b1, various authorit.ies are provirle<l in Aunexurc -ll anci

Annexurt: -lll atterchctl to this Order.

This Trarining circular enters in to fclrce u,ith irnmedia,ttl effcct.

Dircctor Gcncrai of ShiPPing

8.

9.
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ANNEXURE-I 

Procedure to be followed by the Maritime Training Institutes:  

 

1. MTIs shall upload the following onto their MTI Profiles: 

1.1 MTI Logo (Format: JPG, space: Not more than 1 MB, Size: 2.5 cm width x 3 cm of 

height). 

1.2  The MTI shall select Principal and Course In-charge from the drop down menu 

(As per the Faculty details uploaded) at the time of uploading batch details. 

1.3  Principal and Faculty (at a minimum all Permanent Faculty) have to enter details 

of their PAN & allotted FIN number. They shall ensure that entered mobile number 

is the same as that used for obtaining PAN. 

1.4 The detailed procedure to upload MTI Logo, Principal and Faculties FIN and PAN 

number is given in User Manual. 

 

 

2. Requirement of Digital Signature Certificate by the MTIs:   

2.1 The Class II of Digital Signature Certificate (DSC) is required. 

2.2 The MTIs shall procure these (DSC) keys and complete their KYC using the PAN 

enrollment option. The Principal and Course In-charge shall ensure that the 

mobile number is same as that used for/linked with PAN. This is a mandatory 

requirement.  

 

3. Technical Specifications of the Digital Signature Keys:  

Machine Specifications:  

3.1 The machine should be any Standard Windows Desktop or Laptop, with sufficient 

resolution, and integrated with a web camera of 2 megapixels for facial recognition 

and an audio microphone (Installation of the Digital Signature Application by 

MTI). 

3.2 Recommended minimum specifications of the Desktop or Laptop are:  

3.2.1 RAM - Minimum 2 GB. 

3.2.2  Hard Disk - Minimum 250 GB. 

3.2.3 Operating System - Windows 10 - 64 bit. 

3.2.4 Preferred: Intel i3 / i5 CPU processor or higher and with a good graphics 

capability. 

 

 

4. DSC Class II Token Specifications (Recommended Specifications): 
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4.1 Gemalto SCSED PKI Token: USB device, ID Bridge K30, with Two-Factor 

Authentication: the token itself and PIN. 

4.2 Detailed Technical Specifications:  

4.2.1 FIPS 140-2 Level 3 Certified, Common Criteria CC EAL5 + (CHIP). 

4.2.2 Memory Available – Min. 64K memory. 

4.2.3 Crypto Algorithm Supported – On board Crypto Algorithm for support of RSA up to 

2048 bits, DES, 3DES, Hashing Algorithm support for SHA1, SHA2.  

4.2.4 2048 bit certificates and key pair’s storage.  

4.2.5 CSP – Smart card support through Microsoft Base Smart Card Cryptographic 

Service Provider. 

4.2.6 SSO – Single Sign Support in the user tool with Timeout parameter setting for 

Integrated Applications.  

4.2.7 Desktop OS Supported – Windows.  

4.2.8 32 bit RISC processor with crypto processor. 

 

5. Installation of DSC Class II USB token: 

Please follow the instructions provided by your DSC Class II USB token vendor and 
install the token on the machines of the signatories. Kindly verify with your USB 
token supplier that the installation has been successful. 
 

6. Download of Digital Certification Application:  

Please download the Digital Certification Application only after the USB token has 

been installed successfully, and the credentials of the signatories have been 

verified/available with the device driver and the Microsoft certificate store.  

 

The Digital Certification Application and User manual can be downloaded from   

https://digital.dgshipping.gov.in 

 

The Digital Certification Application should be downloaded ONLY after the USB token 

is inserted in your machine. The other pre-requisites for the installation have been 

mentioned in the Digital Certification Application User manual. 

Please e-mail all support related queries to dcasupport@aridigital.com. 
 
Please ensure that you mention the following in your email: 
 

 Your MTI 

 Your Name 

 Your Mobile Number 

 Your Email Address 

 Your Role (Course In-Charge or Principal) 

 Your FIN 

 Your DSC Vendor 

 Year of purchase of your DSC Token 

 The Windows Operating System version that you are using  

 Description of the problem 

https://digital.dgshipping.gov.in/
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User manual 
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1. Updating new fields for faculty details in MTI Profile    
 

Enter the login details in eGov login page & click on Login  

 

 

 

 

 

 

 

Click on ‘’Training’’ 
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Go to Profile tab and click on ‘’Institute Details’’ 
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Please update the name of the latest Principal and his details if required.  

Please ensure that the mobile number is the same as the one used for obtaining the PAN. 
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Click on ‘’Faculty details’’. 

Carefully see the new fields added in the faculty details page i.e.  

a) Faculty identification number (FIN) 

b) Permanent account number (PAN) 

MTI is requested to mandatorily update the FIN & PAN for each faculty. Also, they can update any other details like 

their name, mobile; email ID etc. in case they have changed. 

Note:  Please ensure the mobile number and email ID is correct as the unique login details for Faculty will be 

send to their respective email IDs.  Also, please ensure that the mobile number is the same as the one used for 

obtaining the PAN. 
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2. Uploading of MTI logo  
 

Click on ‘’Upload Documents’’ in Profile tab. 

Read the instructions for file size, Select document type as ‘’MTI Logo’’, browse from your system and click on 

‘’Upload’’.  

The file type will be JPG and this MTI logo will be used in the generation of MTI certificate from eGov system. 

 

 

  



Training - DGS 
 

Page | 8  
 

MTI preview for logo  

 

 

 

 

  

Logo 



Training - DGS 
 

Page | 9  
 

3. New batch details submission process 
 

Log in by MTI login details =>Training=>Submit Details =>Batch Details (New) 

Fill in the details and click on ‘continue’ to view the entered details along with candidates personal 

details. 
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Enter the details, select eligibility as “Yes’’ & click on ‘Submit’. Ensure the photo and signature is clearly 

readable. Only this photo & Signature will be printed in the system generated certificate. For any 

changes in the photo & signature please request the candidate to update correct details in seafarer’s 

profile.   
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Acknowledgement page after submission of batch details 
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Updating of attendance 

 Log in by MTI =>Training=>Submit Details =>Update Attendance 

Select Name of Course, Batch Start Date, Batch Id and click “View Batch Details” to update attendance 

of candidates details uploaded in the batch details (New). 
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Select the Attendance for each candidate and select the name of Course In-charge and click “Update 

Attendance” button then system will display success message. 
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Acknowledgement page after submission of attendance 
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Note: To view the updated attendance details, repeat the above process to get below screen. 
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Generation of Certificate No. or Withdrawal of candidates from batch 

 

Log in by MTI =>Training=>Submit Details =>Generate Certificate No./Withdraw from Batch. 

 

Select Name of Course, Batch Start Date, Batch Id and click “View Batch Details” to populate list of 

candidates details uploaded in the batch details (New) along with below conditions. 

For the MTI Courses where ‘Exit Exam’ is required & with below requirements: 

a. Attendance updated as “Yes” 

b. Completed e-Learning. 

c. Passed the ‘Exit exam’ for applicable courses with in 3 attempts. 
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Select to Withdraw / Generate Certificate No. and click “Update” to complete process. 
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For the MTI Courses where Exit exam is not required: 

 

Select Passed Internal Assessment as Yes/No and Select to Withdraw / Generate Certificate No: 

Generate Certificate No. / Withdraw and click “Update” to complete process. 

Note: Certificate No. cannot be generated by selecting “No” as Passed Internal Assessment. 
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4. Steps for system generated certificate  
 

Step 1: MTI will login in eGov system with login details. 

Step 2: MTI will need to select the Course In charge for the batch details submitted on and after 10-Aug-   

2020.  

 

 

 

 

 

 

 

 

Logo 
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Step 3: After selection of the course in charge, MTI will first generate the certificate number as usual. 

 

 

 

 

 

Step 4: Once certificate number is generated, a new link ‘View certificate’’ will be available. 
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Step 5: Upon clicking on ‘View certificate’ a certificate in pdf format will be generated with image of 

student’s signature. 

 

 

 

 

Step 6: The MTIs has to follow ‘’ Digital Certification Application User Manual’’ after the above process. 

Step 7:  After the Certificate has been digitally signed by the Course-In-Charge and the Principal of the 

MTI, an auto email will go to the seafarer informing him about the e-Certificate which can be viewed 

and downloaded from the seafarer’s master checker utility.  

Logo 
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5. Steps for viewing e-Certificate in DGS website  
 

Go to www.dgshipping.gov.in  and click on ‘’INDoS / COP Checker’’. 

 

 

 

 

 

  

http://www.dgshipping.gov.in/
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Choose the option of ‘’ STCW Course’’ from the drop down list  
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There are two options to search and view the eCert.  

a) Enter INDoS & Date of Birth and click on search. 

b) Enter the system generated certificate number and click on search. 
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The eCertificate details will be populated below based on the submitted data. 

Click on the certificate number to view the eCertificate. 

 

 

 

 

 

 

 

 

 

 

 

-----------------The End------------------ 
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DIGITAL CERTIFICATION APPLICATION 

USER MANUAL 
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1 INSTALLING THE APPLICATION 

1.1 Pre-requisites 
Installation of DSC Class II USB token 

Please follow the instructions provided by your DSC Class II USB token vendor and install the 
token on the machines of the signatories. Kindly verify with your USB token supplier that the 
installation has been successful. 

Download of Digital Certification Application 

Please download the Digital Certification Application only after the USB token has been installed 
successfully, and the credentials of the signatories have been verified/available with the device 
driver and the Microsoft certificate store.  

The Digital Certification Application should be downloaded ONLY after the USB token is inserted 
in your machine.  

Additionally, please also ensure that you have .NET Framework 4.5.2 installed. 
Visit the official Microsoft download page here. 

 

 

1.2 Download 
The Digital Certification Application can be downloaded from https://digital.dgshipping.gov.in. 

On clicking the above link, you will need to enter your FIN and password to proceed. 

 

Access will be provided for a Course-in-Charge or Principal only. 

 

https://dotnet.microsoft.com/download/dotnet-framework/thank-you/net452-web-installer
https://digital.dgshipping.gov.in/
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Once a valid FIN and Password is entered, you will be taken to a new page for downloads.  

 

Please complete all the pre-requisites listed in Step 2, before clicking on the “Digital Certification 

Application” download in Step 3. 

The application will be downloaded on to your defined location.  
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1.3 Installation 
Open the folder ‘’ARI Digital Certification App Setup’’ and click on Setup and proceed with the 
installation process 

 

 

Agree to the Microsoft terms and continue with the Installation 

 

 



TRAINING - DGS 

This document and its associated attachments contain information that is confidential and proprietary to ARI.  
It may not be duplicated, copied or distributed, in part or in whole, without prior written consent of ARI.    5 
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Continue with Install Shield 
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On completion of installation a shortcut will be added to the desktop. 
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2 USING THE APPLICATION 
The application is intended for two types of users at the MTI 

i) Signature 1: Course-in-Charges  
ii) Signature 2: Principal of the MTI. 

Signature 1 (Course-in-Charge) will be done BEFORE Signature 2 (Principal). 

2.1 Signature 1: Course-in-Charge  

2.1.1 Login 

The Course-in-Charge will login using his/her credentials. 
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2.1.2 Choose MTI 

If a Course-in-Charge is enrolled with multiple MTI’s, then he/she will have to choose the MTI on 
whose behalf he/she is Digitally Signing the certificates. 
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2.1.3 Select the Candidate 

Select the Candidate whose Certificate is to be generated.  

The Selection will be based on the Course Name, Start Date, Batch ID and the INDoS Number. 

Click Generate Certificate to proceed with the certification signing process. 
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Click Generate Certificate to proceed with the certification signing process. 

 

2.1.4 Certificate Signature 

The generated certificate is displayed.  
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Proceed with the Digital Signature process only if all details in the Certificate are correct and 
have been validated. 

 

 

 

Choose the Digital Signature that you want to use for the signing. If multiple signatures exist on 
your system, kindly choose the appropriate one. 
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Confirm the Signature that you have chosen for the Course Coordinate signature. 

 

 

 

Enter the PIN associated with the Digital Signature. 
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Please proceed to Sign/Submit the Certificate. 
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2.2 Signature 2: Principal 
Signature 2 (The Principal) will be done ONLY after Signature 1 (Course-in-Charge) is complete 

2.2.1 Login 

The Principal of the MTI, will need to Login using the credentials that have been provided. 

 

 

2.2.2 Certificate Signature 

The rest of the process is similar to the Course-in-Charge. 
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3 SUPPORT 
 Please e-mail all support related queries to dcasupport@aridigital.com.  

 Please ensure that you mention the following in your email: 

• Your MTI 

• Your Name 

• Your Mobile Number 

• Your Email Address 

• Your Role (Course In-Charge or Principal) 

• Your FIN 

• Your DSC Vendor 

• Year of purchase of your DSC Token 

• The Windows Operating System that you are using  

• Description of the problem 
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